ENEKTPOTEXHWYKA LUKOOJTA
,HWKONA TECNA"
HWLL
Nen.6p.05-1438 15.11.2019.

Ha ocHoBy unaHa 8. 3akoHa 0 uHdopmaunoHoj besdbesHocTm (,Cnyx6enu rnacHuk PC”, 6poj
6/16), unaHa 2. Ypeabe o OGnwxem cagpxajy akrta o 6e3begHOCTN MHGOPMAaLMOHO-
KOMYHMKAUMOHUX cUCTeMa oA nocebHOr 3Havaja, Ha4uuHy nposepe u cagpXxajy ussewrTaja o
nposepu 6e36efHOCT WMH(DOPMALMOHO-KOMYHUKALIMOHUX cuUCTemMa oA nocebHor 3Hadvaja
(,Cn. rnacHnk PC*, 6p. 94/16) (y aarmbem TekcTy: Ypeaba) , LLkoncku oabop EnekrpoTexHudke
wkone ,Hukona Tecna Huw goHeo je aaHa 15.11.2019.

NPABUINHMUWUK
O BE3BEOHOCTU MH®OPMALIMOHO-KOMYHUKALIMOHOI CUCTEMA

YBoaHe oapende
YnaH 1.

OBwuM lMpaBUnHUKOM, y Ckniagy ca 3akoHoM O WHopMauroHoj 6e3beaHoCTH (y parbem
TekcTy: 3akoH) v Ypeanbom, yTBphlyjy Ce mMepe 3awTtuTe, NpuHUMNK, HayuH U npoueanype
nocTu3ara W OApXKaBara ajekBaTHOr HuWBoa Ge3bepHocTn cucTema, kao v oenaiwhera w
OAroBOPHOCTM y Be3an ca GesbegHowhy u pecypcuma WHHOPMALIMOHO-KOMYHUKALMOHOT
cuctema (y marbem Tekcty: VKT cuctem) EnektpoTexHuuke Lwikone ,Hukona Tecna ,Huww (y
farbem Tekcty: LLkona).

YnaH 2.

Mepe nponucaHe osum [paBunHukom ce oaHoce Ha WKT cuctem Llkone, Ha cee
3anocneHe-kOPUCHNKE MHGOPMaTUYKUX pecypca, kao M Ha Tpeha sfuvua Koja Kopucte
uHbopmatuyke pecypce LLkone.

HenowToBawe oapenbu osor [lpaBunHuKa noBnayu AUCUUNIINHCKY OArOBOPHOCT
3arnocneHor-kopucH1Ka nHpopmaTUyKux pecypca.

3a npahere npumeHe oBor NpasunHuka obaeesyje ce 3anocreHn Ha pajHOM MecCTy
TexHuuapa ogpxasarba MHOPMALMOHNX CUCTEMA U TEXHOMOTVja Unu Apyro nuue MMeHoOBaHo
0ANyKOM AUpeKTopa Lkone (y Aarbem Tekcty: onepatop UKT cuctema).

YnaHx 3.

MojeanHn TEPMUHK Yy cmucny oBor lNpasuiiHuka umajy cnefehe sHaveme:

1) uHghopMayuoHo-KoMyHUKayuoHu cucmem (UKT cuctem) je TeXHONOLLKO-OpraHusaunoHa
LenuHa koja obyxsara:

(a) eneKTPOHCKE KOMyHMKALMOHE Mpexe y CMUCIY 3akoHa Koju ypehyje enekTpoHcke
KOMYHMKaLmje;

(6) ypehaje unu rpyne meflycobHo nosesaHux ypehaja, TakBux Aa ce y OKBUpy ypehaja,
O[HOCHO Yy okBupy 6Gapem jeaHor w3 rpyne ypefaja, Bpwwu ayTomarcka obpapa noaaraka
Kopuwherwem padyHapcKor nporpama,

(B) nopaTke koju ce noxparyjy, o6pafyjy, npeTpaxyjy unv npeHoce nomohy cpeacrasa
n3 nogaTtauke (1) u (2) oBe Tauyke, @ y CBpPXy HMXOBOr paga, ynotpebe, 3awTute unm
oapXxaBama;

(r) opraHnsaumoHy CTPYKTYpy nyTem koje ce ynpasrba VKT cuctemom;
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2) uHgpopmayuoHa 6e3b6edHocm npeacTas/ba CKyn mepa koje omoryhasajy Aa nogauv
kojuma ce pykyje nytem UKT cuctema Byay 3awtuhenu oa HeoenawheHor npucTtyna, kao 1 aa
ce 3alTUTU UHTErpUTET, PAcnoNOXWUBOCT, ayTEHTUYHOCT U HENOPEeUMBOCT TUX Nojartaka, Aa 6u
Taj cucTeM dyHKUMOHMCAO Kako je npeasuheHo, kapa je npeaBuheHo 1 nof KOHTPOJIOM
oBnawheHux nuua;

3) majHocm je CBOjCTBO KOje 3Ha4u Aa noAaTak Huje focTynaH HeoBnawheHnM NUUMMa,

4) uHmMe2pumem 3Haun O4yBaHOCT N3BOPHOT Cafpxaja U KOMNNETHOCTV NoAaTKa;

5) pacrnoJioxueocm je CBOjCTBO KOje 3Hauu Aia je noaatak AoCTynaH n ynotpebrbue Ha 3axTes
osnawheHnx Nuua oHAa Kaga um je notpeban;

6) aymeHmu4HOCm je CBOJCTBO KOje 3Hauu Aa je moryhe nposepuTV U NOTBPAWUTU Aa je
nogaTak CTBOPMO UMK MOCNAa0 OHaj 3a Kora je AeKnapucaHo Aa je Ty paiky U3BpLIO;

7) Henopeyueocm NpeAcTaBba CNOCOOHOCT fokasnsara Aa ce aoroguna ogpeheHa pagwa
unwu aa je Hactynuo oapehenn gorahaj, Tako Aa ra HakHagHoO Huje moryhe nopehu;

8) pu3suk 3Hauu MOryRHOCT Hapyliasata MHpopMaUnoHe 6e36eqHOCTU, OA4HOCHO MoryhHoCT
HapyllaBara TajHOCTU, MHTErpuTeTa, pacnonoXxuBoCcTh, ayTEHTUMHOCTU UNK HENOPELNBOCTY
nogartaka Unu HapyLuasaa ucnpasHor dyHkuroHucarsa UKT cuctema;

Q) ynpaesbaH-e PU3UKOM j& CcucTemaTudaH CcKyn Mmepa KOju yKIby4yje nnaHupawe,
OpraHM3oBare W ycMepaBare aKTUBHOCTU Kako Ou ce o6e3beguno Aa pusnMun OCTaHy Yy
MPONMUCaHUM 1 NPUXBaT/BUBUM OKBUPUMA,

10) uHYudeHm je yHyTpalluka Unu CnosbHa OKOMHOCT nnu poraRaj kojum ce yrpoxasa unu
HapyLwasa uHdopmaumnoHa 6e3beaHocT;

11) mepe s3awmume UKT cucmema Cy TEXHWYKE W OpraH13aUMOHE Mepe 3a ynpasibare
6e3begHocHUM pusmuuma UKT cuctema,

12) majHu nodamak je nopartak Koju je, y cknagy ca nponucuma o TajHOCTV nopaaTtaka,
oapefeH u o3HaveH oapeheHnM cTeneHoM TajHOCTH;

13) MKT cucmem 3a pad ca majHum nodayuma je VKT cuctem Koju je y cknagy ca 3akOHOM
oapeheH 3a pag ca TajHuMm nogaunma;

14) komnpomumyjyhe enekmpomazHemHo 3pa4ere (KEM3) npeactasba HeHamepHe
enekTpoMarHeTHe emucuje NpUIMKoM npeHoca, obpage wnu dysaka noaartaka, Yynjum
NPUjEMOM 1 aHaN30M Ce MOXe OTKPUTU cagpkaj TUX noaataka,

15) 6e36edHOCHa 30Ha je NPOCTOP MMM NPOCTOpUja Yy KOjoj ce, y cknagy ca nponucuma o
TajHOCTM nogaraka, obpafyjy v 4yBajy TajHu nogauu;

16) uHgpopmayuoHa Oobpa oOyxBaTajy nopaTke y pAaroTekama wu fasama nogaraka,
nporpamcku kG4, KOHMUrypaumjy XapABEpPCKUX KOMMOHEeHaTa, TEeXHWYKky W KOPUCHUHKY
AOKYMeHTauujy, yHyTpallka onwiTa npasuna, npoueaype v Crm4Ho;

17) Backup je pe3epBHa Konuja nogartaka,

18) Download je TpaHcdep nopaTaka ca LeHTpanHor padyHapa unu web npeseHTauuje Ha
fIoKanHu padyHap;

19) USB unu cnew memopuja je cnorblukbn Meaujym 3a cknagniTere nogaraka,

20) CD-ROM (Compact disk - read only memory) ce KOpUCTU Kao Meanjym 3a CHUMahe
nogaraka;

21) DVD je onTuuku AWUCK BUCOKOT KanauuTeTa Koju ce KOpUCTH Kao Meanjym 3a cknaguliTere
nogaraka.

Mepe 3awiTure
UnaH 4.

Mepama 3awTute UKT cuctema ce obesbehyje npeBeHuUMja o4 HacTaHka UHUMAeHaTa,
OLHOCHO MpEBEHLMja W MUHUMM3AUMja WTeTe o4 WHunAeHaTa Koju yrpoxaBajy BpLlUEHE
HaAnexXHocT u obasrbake AenaTHoCTU, a NnocebHo y OKBMPY Mpyxaka ycnyra ApyruM
nuguma.

1.0p2aHu3ayuoHa cmpykmypa, ca ymepljeHum mocsioguma u odzoeopHOCMuUMa
3anocnieHux, Kojom ce ocmeapyje ynpaesbakbe UHPOPMayuoHOM 6e36edHowhy y
oKkeupy wkorse
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YnaH 5.

Ceaku 3anocneHu-kopucHuk pecypca WMKT cuctema je oarosopaH 3a GesbefHocT
pecypca UKT cuctema Koje kopucTu paau ob6asrbarsa nocrosa U3 CBoje HaanexHoCTu.

3a KOHTpOny W Haa3op Haf obaerbarkbeM MOoCNoBa 3anoCNeHUX-KOpPUCHUKa, Y LnIby
sawTuTe u OesbegHoctm WKT cuctema, kao uM 3a obasrbawe nocnosa Wu3 obnactu
6e3begHocTn LenokynHor KT cuctema LUkone, 3aayxeH je onepatop UKT cuctema.

YnaH 6.

Moa nocnoeuma n3 obnactu 6e3benHocTn yTBPRYjY Ce:
e OCNOBWM 3alwTUTE uHMOpPMaLMOHWX fobapa, OAHOCHO CpeAcTaBa UMOBMHE 3a
Ha430p HaA MOCMOBHUM MpoLecMa o4 3Hauaja 3a MHdopmaumnoHy 6esbeaHocT
e MOCNOBW ynpaBSbakwa pusuuuma y obnacti uHdgopmaumoHe 6e3begHocTn, kao v
nocrnosu npeasufieHn npoueaypama y obnactu nigopmaumnorHe 6e3beaHocTn
e nocnoBu oHemoryhasawa, OAHOCHO crpevasaka HeosnawheHe unu HeHamepHe
nsmeHe, owTehewa wunu 3noynotpebe cpeacTaBa, OAHOCHO WHPOPMALMOHUX
nobapa KT cuctema LLikone, kao 1 npucTyn, usmeHe unu kopuwhere cpeacrasa
6e3 onawhewa n 6e3 esmgeHUmje o0 Tome
e npahete aKTUBHOCTU, PEBU3MjE U HAA30pa Y OKBUPY yrnpaBibaka WHdopMaLMoOHOM
6e3benHoLuhy
e oObaBeluTaBare HaANEXHWX opraHa o uHumaeHntuma y WKT cuctemy, y cknagy ca
nponucuma.
Y cnyuajy nHumaenta onepatop VKT cuctema, obaselitaBa Anpekropa LLikone, koju y
cknagy ca nponucuma obaBeluTaBa HafnexHe opraHe y UWby peluasakba HacTanor
6e36eq0HOCHOr MHUMAEHTA.

2. Be36edHocm pada Ha OarbuHy u ynompeba mobunHux ypehaja
YUnaH 7.

Hepeructposanu kopucHULUM, nyTeM MobunHux ypehaja mory Aa npuctyne camo OHUM
[ernoBrUMa Mpexe Koju cy KoHgurypucaHu Tako Aa omoryhasajy npuctyn WHTepHeTy anu He 1
[lenoBMMa MpeXe Kpo3 Kojy ce obasrba cnyxbeHa KoMmyHukauuja.

3anocneHu-koprucHLmM pecypca VKT cuctema, mory nytem mobunHnx ypenaja, koju cy
y Bnachuwtey LLkone, u koju cy nogeweHn op cTpaHe onepatopa MKT cuctema, Aa
npucTynajy camo oHum aenoeuma MKT cuctema koju um omoryhasajy obaBrbake pajHuX
3agaTaka y OKBUPY HUX0BE HaANEXHOCTH.

3anocneHoOM-KOPUCHUKY, 3abpareHa je camocTanHa WHcTanauuja codTeepa U
nogeluasare MobunHor ypehaja, kao u gasarbe ypehaja apyrm HeosnawheHuM nuuuma (Ha
ycnyry, cepsucupare u cil.)

Onepatop UKT cuctema, cBakoAHEBHO KOHTponuwe npucTyn pecypcuma UKT cuctema
 NpoBepasa Aa N uMa npucTyna ca HenosHatux ypefaja (ca HenosHatux MAC appeca).

Mpuctyn pecypcuma VKT cuctema, ca npusatHor ypehaja, Huje A03BOSbEeH, OCUM ako
je ypehaj y BnacHuwTey LLkone, owTeheH u Huje obGesbeheHa 3ameHa, kafa ce nNpucTyn BpLu
noa KoHTponom onepatopa VKT cuctema.

3. O6es6ehueare O0a nuya Koja kopucme UKT cucmem odHOCHO ynpaesbajy UKT
cucmemom 6ydy ocnocobsbeHa 3a 1ocao Koju pade u pasymejy ceojy 0020eopHocm

YnaH 8.

WMKT cucTemom ynpaBrbajy W CUCTEM KOPUCTE 3anocneHn y cknagy ca Baxehom
cucTemMaTm3aumnjom pagHux mMecra.

Onepatop WKT cuctema je ayxaH Aa CBakor HOBO3anoOCEHOr-kopucHuka KT
pecypca ynosHa ca OArosopHocTuma u npasunuma kopuwhera KT pecypca LLikone, ga ra
ynosHa ca npasunuma kopuwhewa pecypca VKT cuctema, kao u aa BOAM eBuaeHunjy o
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U3jaBama HOBO3ANOCMEHNUX—KOPUCHWKa Aa Cy YynosHatu ca npasunuma kopuwhewa WKT
pecypca. Obpasau Vsjase je cactaBHu A€0 0BOT MpaBunHuka.

Ceako kopuwhewe WKT pecypca Lkone op cTpaHe 3anocneHor-kopucHuka, BaH
pogerbeHux osnawhera, MOANEXe AWUCUMMNIUHCKO] OArOBOPHOCTM 3anocneHor Kojom ce
AeduHLLE OArOBOPHOCT 3a HeoBnalwheHo kopulheke UMOoBUHE.

4. 3awmuma 00 pu3uka Koju Hacmajy npu npomMeHama nocsioea unu npecmaxka
padHoz aHzaxoeaka onepamopa UKT cucmema

YnaH 9.

Y cryyajy npectaHka pajHor aHraxosarba KOPUCHUKA-3anoCneHor, KOPUCHUHKK Hanor
ce ykuaa.

KopucHuk UKT pecypca, HaKoH npecTaHka pagHor aHraxosama y LLikonn, He cme Aa
OTKpPMBA NOAATKE KOju Cy 0f 3Havaja 3a UHPopMaLnoHy 6e3benHocT KT cuctema.

5. UdeHmucpukoeare uHghopmayuoHux dobapa u odpeljuear-e odz080pHOCMU
3a kbuxoey 3awmumy
YnaH 10.

WMHopmaumroHa fobpa LLikone cy CBU pecypcu koju caapxe nocnosHe nHpopmaumje
LLikone, OOHOCHO NyTEM KOjUX Ce BpwwM u3paga, obpapa, 4ysawe, MPeHoc, Bpucarme 1
yHuMwTaBawe nogaraka y UKT cuctemy, ykrbyuyjyhm cBe eneKTpoHCke 3anuce, padyHapcKy
onpeMmy, MobunHe ypehaje, 6ase nogaraka, mnocnosHe annukauuje, KoHdurypauujy
XapABEPCKMX KOMMOHEHATa, TEXHUYKY 1 KOPUCHWUYKY AOKYMEHTaLM]y, yHYTpalukbe npasuiHuke
koju ce ogHoce Ha VKT cuctem u cn.

EBuaeHUmnjy o uHdopmaumoHum aobpuma soan onepartop VKT cuctema, y nanupHoj
NNy eNeKTPOHCKOj hopmu.

MpeamerT 3awTtuTe cy:

«  xapasepcke u copTeepcke komnoHeHTe VKT cuctema

« nopaum koju ce obpafyjy nnu Yysajy Ha komnoHeHtama VKT cucrtema

«  KOPUCHWUYKM Hano3u v Apyrv noaaum o KOPUCHUUMMA MHOPMAaTUYKNX pecypca WKT
cucrtema.

6. Knacugpukosar-e nodamaka mako 0a HUE0 HUX0ee 3awmume odzoeapa
3Ha4ajy nodamaka y cknady ca Ha4esloM yrnpaesbata pu3uKom u3 3aKoHa

UnaHn 11.

Mopauu Koju ce Hanase y MIKT cuctemy npeacTasrbajy TajHy, ako Cy Tako AeuHUcaHu
noceGHUM nponucuma .

Mopaum koju ce o3Haye kao TajHu, mopajy 6utn 3awTuhenun y cknagy ca ogpeabama
Ypenbe o nocebHMM Mepama 3awTUTe TajHMX nopataka Y WUHpopMaLMOHO-
TenekomyHukaunoHum cuctemnma (,Cn. MnacHuk PC*, 6p. 53/2011).

7. 3awmuma Hoca4a nodamaka
YnaH 12.

Onepatop MKT cuctema he ycnoctasuTu opraHusauujy npuctyna u paga ca
nogauuma, noceBHO OHMMa koju Gydy O3HAueHU CTENeHOM CnyXOGeHOCTU UMK TajHoCTH Yy
cknagy ca 3akoHOM O TajHOCTK nojaraka.

3akoH 0 CI000AHOM NPUCTYNY MH(opMaLKjamMa o jaBHor 3Hauaja (,Cn. [nachmk PCY, 6p.120/04,
54/07, 104/09 136/10), 3akoH O 3aLUTUTH T0JAaTaKa O JUYHOCTU (,,Cn. Tmacuuk PC*, 6p.97/08,104/09-
JIP. 3akon 68/12,-OJTIYKA VC U 107/2012), 3akoH 0 TajHOCTH ToJaTaKa (,Cn. Tnacauk PCY,
104/2009), kao u Ypenda o HaUMHY U TIOCTYIIKY O3Ha4YaBama TajHOCTH MoJaTaKa, OTHOCHO NOKyMeHaTa

(,,Cn. I'macuuk PC*, 6p. 8/2011)
_________—_________________._——-————————_—L—-——-—————_
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EBnaeHumjy Hocaya Ha Kojuma Cy CHUMIbEHU noaauu, BOAW onepaTop WKT cuctema u
™M meaunju mMopajy 6uTM NponuCHO OGenexeHn U OANOXKEHW Ha MECTO Ha kome he 6utun
3awTuhenn og HeosnawheHor npucTyna.

Y cnyyajy TpaHcnopTa Meavja ca nogauuma, aupektop Llkone oapehyje oarosopHy
0coby 1 HaYuH TpaHcnopTa.

Y cnyuyajy ucTeka pokoBa uyBatba nogartaka koju ce Hanase Ha Meaujuma, nogaum
mopajy 6uTu HenospaTHO OBpuCaHW, a ako TO Huje moryhe, TakBu mMeauju mopajy 6utu
pur3nykn owTeheHn, O4HOCHO YHULUTEHW.

8. OzpaHuyer-e npucmyna nodayuma u cpedcmeuma 3a o6pady nodamaka
YUnan 13.

Mpuctyn pecypcuma VKT cuctema ogpefeH je BpcTom Hanora, 0AHOCHO AOAEIbEHOM
ynorom Kojy 3anocrneHn-kopucHuK nma.

3anocnexu Koju Uma agMUHUCTPATOPCKM Harnor, MMa npaea npuctyna cBuM pecypcuma
WKT cuctema (COPTBEPCKUM U XapABEPCKUM, MPEXU W MPEXHUM pecypcuma) y uuiby
WHCTanauuje, oApXKaBara, NoAeLlaBara u ynpaerbawa pecypcuma VIKT cuctema.

3anocneHn-KopUCHNK MOXe Aa KOPUCTU CaMo CBOj KOPUCHWUYKMA Hasor Koju je nobuo og
agMuHMCTpaTopa M He cme Aa omoryhu apyrom nuvuy kopulherse HeroBor KOpUCHUYKOr
Hanora, Cem aAMWUHUCTPATOpPY 3a NoAeLLaBarkbe KOPUCHNYKOr Npoduna n pagHe ctaHuue.

3anocneHu-KOPUCHMK Koju Ha BuUno Koju HaumH 3noynotpebu npasa, 0OAHOCHO pecypce
KT cuctema, noanexe KpUBMYHOj M AUCLMNITMHCKO] OATOBOPHOCTH.

3anocneHn-KOPUCHUK AyXaH je aa nowrTyje u cnefjeha npasuna onepatopa NKT
cuctema, v To aa:

1) KOPUCTU UHDOPMATUYKE PECYpCe UCKIbY{MBO Y MOCMOBHE CBPXE;

2) npuxeaTu fda Cy CBM Nogauu Koju ce cknaguwite, npeHoce wnu npouecupajy y OKBupy
WHOpMaTUYKNX pecypca BnacHuwTeo Llkone v aa mory 6ut npeaveT Haarnedara u
npernefama,

3) noctyna ca noBeprbMBMM nogauumMa y cknagy ca nponucuma, a nocebHO NPUNINKOM
Konupara n npeHoca nojaraka,

4) 6e3beaHo YyBa CBOje NI03MHKe, OAHOCHO Aa WX HE ofaje APYrM nuuuma;

5) MeHsa No3nHKe carnacHo yTBpfheHnM npasunumMa;

6) npe ceakor yaarbaBakba O pajHe CcTaHuue, ofjaBu ce ca cuctema, OAHOCHO 3akibyda
pagHy cTaHuuy;

7) 3axTeB 3a MHCTanauujy codTeepa unu xapasepa nogHocu y nucaHoj hopmu, oaobpeH oa
CTpaHe HenocpeaHor pykoBoamoua;

8) 06e3beau cUrypHOCT nogaraka y cknagy ca Baxehum nponucuma;

19) npuctyna WHMOPMATUYKMM PECypCrMa Camo Ha OCHOBY EKCNIUUWUTHO [O0AEbEHNX
KOPWUCHWYKUX NpaBa,;

10) He cMe Aa 3aycTaerba paf Wnu Opulie aHTUBMPYCHU Nporpam, Mewa Herose noaelleHe
onuuje, HUTK Aa HeoBnawheHo MHCTanupa 4pyrv aHTUBUPYCHW Nporpam;

11) Ha pagHOj CTaHWULM HE CMe Aa CKNafULITU CaapXKaj Koju He CnyXu y NoCrioBHe CBPXe;

12) uspahyje 3awTtuTHe Konuje (backup) nogaraka y cknagy ca nponucaHum npoueaypama,

13) KOPUCTM WHTEPHET U enekTpoHcky nowty y Lkonu y cknagy ca nponucaHum
npoueaypama,

14) npuxeaTvn Aa CBU NpUCTynn WHGOPMaTUYKMM pecypcuma u uHdpopmauvjama Tpeba aa
6yay 3aCHOBaHWU Ha NPUHLMUNY MUHUMANHE HeOMXOAHOCTH;

15) NpuUxBaTK Aa TEXHUKE CUTYPHOCTU (aHTu BUpYC nporpamu, firewall, cuctemu 3a netekunjy
ynaga, cpeactsa 3a wwudpupare, CpeAcTsa 3a NpoBepy MHTerputeta u ap.) cnpeyaBajy
noTeHuujanHe npete UKT cuctemy,

16) He cMe 1@ MHCTanupa, MoANuduKyje, UCKIbyYyje U3 pasa unn GpuLle 3alTUTHU, CUCTEMCKU
UNKU annuUKaTUBHU COTBED.
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9. Odobpaeamwe oenawheHo2 npucmyna u crnpevyaeawe HeoenawheHo2
npucmyna UKT cucmemy u ycnyzama koje UKT cucmem npyxa

YnaH 14.

MpaBo NpucTyna 1majy camo 3anocneHn-KoPUCHUUM KOju Majy aAMUHUCTPaTOPCKe 1w
KOPUCHUYKE Hanore.

AOMUHUCTPATOPCKU Hamnor je jeAMHCTBEHM Hamnor kojum je omoryheH npuctyn u
agMuHucTpauuja ceux pecypca WUKT cuctema, kao u oTBapare HOBUX U M3MEHa noctojehunx
Hanora.

AAMUHUCTPATOPCKM Hamor MoXe Jfa KOpWUCTM Ccamo 3anocneHn Ha nocnosuma
onepartopa VKT cuctema.

AQMVHUCTPATOPCKW HaNor 3a ynpasrbake JOMEHOM U 3a ynpasrbake 6a3om nogaraka
MOXe [a KOpUCTM camo 3anocnenn Ha nocnoeuma onepatopa VKT cuctema.

Kop\CHUYKM Hanor ce cacTojy 04 KOPUCHUYKOT MMEHa U NO3NHKE Ha OCHOBY Koraljux ce
BpLUM ayTeHTU(dMKaumja — NpoBepa naeHTMTeTa 1 ayTopusauvja — nposepa npasa npuctyna,
oAHocHo npasa kopuwhera pecypca VKT cuctema of cTpaHe 3anocneHor-kopucHuKa.

KopucHUYKM Hanor poaerbyje aAMUHACTPATop, Ha OCHOBY 3axTeBa 3anocneHor-
KopuCHMKa 1 oaobpersa avpekTopa Lkone, a y cknagy ca notpebama obasrbara NOCNOBHNX
3afaraka of CTpaHe 3anocneHor-kopucHuKa.

AAMUHUCTPATOP BOAW €BUAEHUM)Y O KOPUCHWYKMM Hanosuma, nposepasa HUXOBO
kopuwhere, Mewa npasa NpuUCTyna W ykuaa KOPUCHUYKE Hanore Ha OCHOBY 3axTesa
auvpektopa Lkone.

10. Ymephueawe 002080pHOCMU KOPUCHUKa 3a 3awmumy cofncmeeHux
cpedcmaea 3a aymeHmukauujy
YnaH 15.

KOPMCHUYKM HAnor ce CacTojy 04 KOPUCHUYKOT MEHa 1 NO3UHKe.

AKO 3anocrneHn-KOPUCHWK NoCyMia Aa je ApYro nuue OTKPUNO HErosy fMO3NHKY AyXaH
je Aa ucTy ogmax U3MeHW.

HeoBnalwheHo ycTynarwe KOPUCHUYKOT Hamnora Apyrom nuily, Noanexe AUCUMUMIIMHCKO]
OArOBOPHOCTM.

11. Mpedeuhame odzoeapajyhe ynompebe kpunmosawmume padu 3awmume
majHocmu, aymeHmuYyHocmu 0OHOCHO UHMezpumema nodamaka

UnaH 16.
MpucTyn pecypcuma UKT cuctema Lkone He 3axTeBa NocebHYy KpUNTo3aluTuTy.
3anocneHn-KOPUCHNLIM  KOPUCTE  KBanWMUKOBAHE eneKTPOoHCKe cepTudukarte 3a
€NeKTPOHCKO MOTNUCUMBaKEe AOKYMeHaTa Kao W ayTeHTudukauujy 1 aytopusauujy npuctyna
nojeAvHUM annukaumnjama.
3anocneHn-KopucHULUM Cy AyXHU Aa 4vyBajy CBOje KBanugukoBaHE eNeKTpPOoHCKe
cepTudukate Kako He 61 goLnn y nocea Apyrux nuua.

12. CeeobyxeamHa 3awmuma o6jekama, npocmopa, npocmopuja 0GHOCHO 30Ha
y Kojuma ce Hanase cpedcmea u dokymenmu UKT cucmema u o6paljyjy nodayu y UKT
cucmemy
UnaH 17.

MpocTop y KoMe ce Harase cepBepw, MpexHa unu komyHukauwowa onpema WKT
cucTema, opraHusyje ca kao agMUHUCTPaTUBHa 30HA.

OcuMm agmuHucTpaTopa cuctema, NpucTyn agMWHUCTPaTUBHO] 30HW MOTy UMaTtu w
tpeha nuua y UMby MHCTanauuje u cepeucupara oapeheHux pecypca VKT cuctema, a no
npeTxoaHoM ogobpery avpekTopa LLkone 1 ys npucycTBO agmMuHUCTpaTopa cucTema.

MpucTyn aAMUHWUCTPATMBHO] 30HW MOXE WUMaTu W 3anocneHn Ha nocnosuma
oapXaBaka XurnjeHe.

M
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13. O6e36eljusame ucnpaeHoz u 6e3bedHo2 (PyHKUUOHUCaHA cpedcmaea 3a
o6pady nodamaka
YUnaH 18.

O vcnpasHocTy 1 6e3beaHoM (yHKLMOHNCakY CpeacTaBa 3a obpagy nopartaka 6puHe
ce u ctapa oneparop UKT cuctema.

14. 3awmuma nodamaka u cpedcmea 3a o6pady nodamaka 00 3/10HaMepPHO2
cogpmeepa
YnaH 19.

3alwTuTa 04 3NoHamepHor codTBepa Ha MpeXu CrpoBOAM Ce Yy UWrby 3altute oA
BMpYCa U [ipyre BPCTe 3/I0HAMEPHOT KoAa Koju Y padyHapCky Mpexy Mory AOCNeTU WHTEPHET
KOHEKLMjOM, UMEJNoM,  3apaXeHUM MPEeHOCHUM  Meaujuma (USB wmemopuja, CD wura.),
MHCTanaumjoM HenmueHumpaHor cogpteepa 1 cn.

3abpateHO je 3aycTaBrbarbe W UCKbyuMBakbe aHTUBUPYCHOT coTBEpPA TOKOM
cKkeHMpaka NPEeHOCHUX Meauja.

MpeHocuen Meauju, npe kopuwhersa, Mopajy OMTU NpoBEpPEHM Ha NPUCYCTBO BUpYcCa.
Ako ce yTBpAM Aa NPEHOCMBM Meauj CaapXu BUpyCe, YKOMUKO je TO moryhe, Bpwmn ce
ynwhere Meamnja aHTUBUPYCHUM COPTBEPOM.

Puank og eBeHTyanHor rybutka nopataka npunukom duwhera meavja oa Bupyca
cHOCu goHocunay meauja.

Y unrby sawTute, ogHocHo ynaaa y UKT cuctem LLikone ca uHtepHeTa, oneparep UKT
cucTema je AyxaH Aa oapXasa CUCTEM 3a crpedaBare ynaaa.

KopucHuuuma Koju cy npukrbydeHn Ha WKT cuctem je 3abpakeHO camocTanHo
NPUKIbYYMBaHe Ha UHTEPHET.

Kopuchuumn VKT cuctema Koju KopuCTe WHTEpHET Mopajy Aa ce npvapxasajy mepa
3awTuTe 04 BUpyca M ynaga ca uHTepHeta y MKT cuctem, a csaku padyHap unjn ce
3anoCNEeHN-KOPUCHNK NPUKIbydyje Ha WHTepHeT mopa 6uTu oprosapajyhe nopeweH w
sawTuheH, Npu Yemy nogeluasake Bpwm onepartep UKT cuctema.

MpunukoM Kopuwherwa WHTepHeTa Tpeba wusberaatn CymrunBe WEB cTpanuue,
c 063MpoM fa TO MOXe NpOy3poKoBaTU Npodneme - HENPUMETHO MHCTanupame LUNMWjYHCKNX
nporpamMa n cnu4Ho.

Hepo3BorbeHa ynoTpe6a nHTepHeTa obyxeara:

e VHCTanupawe, AUCTpubyuujy, ornawiasawe, NPeHoC WU Ha APYr HaunH Ynkere
AOCTYMHUM ,NNPATCKNX" UKW APYrUX COPTBEPCKUX NPOM3BOAA KOjU HUCY NUUEHLMPaHU
Ha oarosapajyhun HauuH;
e HapyllaBake CUrypHOCTW MpeXe WM Ha ApYrM HauuH oHemoryhasake MOCnoBHe
UHTEPHET KOMYHUKaLmje;
® HaMepHO LUMpEHe [AEeCTPYKTUBHUX W OMNCTPYKTUBHUX nporpama Ha WHTEpHETY
(UHTEPHET BUPYCW, WHTEPHET TPOjaHCKW KOHW, WHTEpHeT upsu U Apyre BpcTe
ManuuuosHux coTeepa);
e HeJo03BOrbEHO kopullherwe APYLUITBEHNX MpeXa W ApYrux UHTEpHET cajpxaja Koje je
orpaHu4eHo;
e npeysumare (download) noaataka Benuke “TEXUHE” Koje npoy3pokyje “3aryliexe” Ha
MpEXMU;
e npeysumare (download) maTepujana 3awTUheHnx ayTopckum npasuma;
e Kkopulhere NUHKOBA KOjU HUCY Yy BE3U ca Nocnom (rmepare unmosa, ayano
BUAEOCTPEAMUHT 1 C1.),
e HEOo03BOSbEHW MPUCTYN cagpxajy, npomeHa caapxaja, Opucake wnu npepaaa
cagpxkaja npeko MHTepHeTa.
KopucHUUMMa KOju HeagekBaTHUM KOpUWNREHEM MHTEPHETa Y3POKyjy 3arywete, npekua y
pafly unu Hapylwasajy 6e36eHOCT Mpexe Moxe ce 0Ay3eTn Npaso npuctyna

#

ENEKTPOTEXHMYKA LLUKO/IA HUKONA TECNA HAW 7



15. 3awmuma 00 2ybumka nodamaka
Unan 20.

Base noaataka ob6aBe3Ho ce apxuBupajy Ha npeHocuse meauje (CDROM, DVD, USB,
strimer* Tpaka, eKCTepHW XxapA [UCK), Hajvawe jeJHOM [AHEBHO, HeAerbHO, MECE4HO U
rogulke, 3a noTpebe obHoBe Gase nogaraka.

16. Yyeare nodamaka o dozaljajuma Koju Mo2y 6umu 00 3Ha4Yaja 3a 6es6edHocm
UKT cucmema
YUnaH 21.

O aKTMBHOCTMMA aAMWHUCTpATOpa W 3anocneHux-KoOpuUCHWKa BOAE Ce AHEeBHWUUM
akTmBHOCTM (activitylog, history, securitylog, transactionlog v ap).

17. O6e36eljuear-e uHMezpumema cogpmeepa u onepamueHuUx cucmema
YUnaH 22.

Y VKT cucTeMy MOXe Aa Ce WHCTanupa camo codTeep 3a Koju noctoju Baxeha
nuueHua y enacHuwTay LLikone, ogHocHo Freeware n Opensource Bepsuje.

MHcTanaumjy 1 noaeluasare coTeepa Moxe Aa Bpwiu camo onepatep VKT cuctema,
OJHOCHO 3anoCneHn-KOPUCHUK Koju nma osnaluherse 3a To.

WMHcTanauujy n nogelsasare codTBepa Moxe Aa usBplum u Tpehe nuue, y cknagy ca
Yrosopom 0 HabaBum, OAHOCHO ofipXaBaky codTeepa.

Mpe cBake WHCTanauuje HoBe Bepaunje codpTeepa, OAHOCHO nojellasara, HeoNXoaHO
je HanpasuTK konujy nocrojeher, kako 6u ce oGe3beauna MoryhHOCT nospaTka Ha NPETX0AHO
cTake y Cnyyajy HeoYeknBaHux cutyauuja.

18. 3awmuma 00 3noynompebe mexHuU4Kux 6e36edHocHux cnabocmu HUKT
cucmema
YnaH 23.

Onepatop MKT cuctema, HajMawe jeAHOM MeceyHo a no notpebu u yewhe BpLUK
aHanusy AHeBHMKa akTueHocTM (activitylog, history, securitylog, transactionlog u ap ) y unrby
naeHTudvKaumje noteHumjantimnx cnaboctn UKT cuctema.

YKonuko ce naeHtudukyjy cnaboctu koje mory aa yrpose 6esbeaHoct VKT cuctema,
onepatop MKT cuctema je AyxaH ga oAMax W3BpLM nopellasarka, OAHOCHO MHCTanupa
cogpTeep Koju he OTKNOHUTK youeHe cnabocTu.

Onepatop UKT cuctema Tpeba Aa nopaeliaBareM KOPUCHUYKMX monuca, oHemoryhu
HeoBnawheHo WHCTanuWpawe codTeepa Koju MoXe AOBECTU A0 yrpoxasawa 6e3begHocTu
UKT cucrema.

19. O6e3befusame Oa akmueHocmu Ha peeusuju MKT cucmema umajy wmo
MaHsU ymuuyaj Ha pyHKYUOHUCaH-e cucmema

UnaH 24.

Pesusunja VKT cuctema ce Mopa BPLUMTU Tako Aa UMa LUTO MakbU yTUL@j Ha NocnoBHe
npouece KOPUCHUKa-3anocneHunx. YKONWko 1o Huje moryhe y pagHo Bpeme, oHAa ce BpLuu
HaKOH 3aBpLUETKa PafHOr BPEMeHa KOPUCHWKa-3anocrneHux, Yuju 6u nocnosHu npouec 6uo
OMEeTaH, y3 NpeTxoaHy carnacHoct ampektopa LLkone.

20. 3awmuma nodamaka y KOMyHUKayuoHUM Mpexama yKby4yjyhu ypefaje u
sodoee

M
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UnaH 25.

KomyHuKaLmoHn kabnosu 1 kabnosu 3a Hanajare Mopajy OuUTWU NOCTaBIbLEHN Y 3unAy
WA KaHanuuama, Tako Aa ce oHemoryhu HeosnawheH npuctyn, OAHOCHO Aa Ce W3BpLUK
usonauuja og moryher owrehema.

BexuyHa Mpexa Kojy mory aa kopucte nocetvoum Llkone, mopa Butu oAaBojeHa of
WHTEPHE MpPEXeE KOjy KOPUCTE KOPUCHULM 3anoCeHN 1 KPO3 Kojy ce BpLIU pasMeHa cnyx6eHunx
nopaTtaka.

21. Be36edHocm nodamaka Koju ce npeHoce yHymap onepamopa UKT cucmema,
kao u usmehly onepamopa UKT cucmema u nuya eaH onepamopa UKT cucmema

UnaH 26.

PasmeHa nopataka ca MuHMCTapCcTBOM NpOCBETE U LUKONCKOM YyNnpaBoMm Bpwn ce y
cKnagy 3aKoHOM 0 OCHOBama cuctema o6pasoBaH>a n Bacnutama.

22. Mumara uHgpopmayuoHe 6e36edHocmu y OKeupy ynpaesbatka ceum ¢hasama
xueomHoz yuknyca MKT cucmema 00HOCHO desioea cucmema

YnaH 27.

HaunH MHCTanupara HoBUX, 3aMeHa n oapxaeare noctojehux pecypca UKT cuctema
of cTpaHe Tpehux nuua koja Hucy 3anocnewa y Lkonu, buhe AeduHncaH yroeopom Koju he
BGUTK CKNOMIbEH ca TUM fimuuma.

Onepatop WKT cuctema je 3agyxeH 3a TeXHUYKU HaA30p Hapj peanusauujomMm
yroBopeHux obasesa oj cTpaHe Tpehux nuua.

O ycnocTasrbary Hosor VKT cuctema, ogHOCHO yBORey HOBUX AenoBa u nimMeHama
noctojehux aenosa VKT cucrema onepatop VKT cuctema, soau OOKYMeHTauujy.

[lokyMeHTauMja W3 NpeTXoAHOr cTaBa Mopa Aa Cajpxu onuce CBWX npoueaypa a
noce6Ho npoueaypa kKoje ce ogHoce Ha 6e3beaHocT VKT cuctema.

23. 3awmuma nodamaka Koju ce Kopucme 3a nompebe mecmupar-a UKT
cucmema 0OHOCHO desioea cucmema
YnaH 28.

3a notpebe TecTupawa WKT cuctema OAQHOCHO Aenosa cuctema onepatop UKT
CUCTEMA, MOXE Aia KOPUCTM NOAATKE KOjU HUCY OCETIbUBY, KOje LUTWATK, YyBa 1 KOHTPOMNWULLE Ha
ogrosapajyhu Ha4uH.

24. 3awmuma cpedcmaea onepamopa MKT cucmema Koja cy docmynHa
npyxaoyuma ycrnyaa

UnaH 29.
Tpeha nuua-npyxaouw ycnyra uspage v oapxasarsa codpteepa Mory npucTynuTi camo
OHMM NogauuMMa Koju ce Hanase y 6asama noparaka koje cy Aeo CoTBepa Koju Cy OHM
W3pagunu, 04HOCHO 3a Koje NoCTOoju YroBOPOM AeUHUCAH NpUCTyn.
Onepatop WKT cuctema, je oaroBopaH 3a KOHTposy mpucTyna v Haasop Haj
U3BpLUEH-EM YrOBOpeHUX 06aBesa, kao 1 3a noluTosake oapeadu osor MNpasunHuka Kojuma cy
TakBe aKTUBHOCTU AedUHUCAHE.

25. peeeHyuja u peazosame Ha 6es6edHocHe uHyudeHme, wmo nodpasymeea
adexkeamHy pa3meHy uHgopmayuja o 6e3b6edHocHuM cnabocmuma UKT cucmema,
uHyudeHmMuMa u npemrama

M
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UnaH 30.

Y cnyyajy Guno KakBor WHUWAEHTa KOju MOXe fa yrposu 6e3begHocT pecypca VKT
cUCTEeMa, 3anoCreHU-KOPUCHUK je AyxaH Aa oaMax obasecTu oneparepa VKT cucrema.

Mo npujemy npujase onepatop VKT cuctema je AyxaH aa ogmax obaBecTu gupekropa
LLIkone v npeay3Me Mepe y Lurby 3awTtute pecypca VKT cuctema.

YKONUKO Ce pafu O UHLMAEHTY Koju je AeUHUCaH y cknagy ca Ypenbom o nocTynky
foCTaBrbatba noAataka, NUCTY, BPCTama v 3Hauajy HUMAeHaTa 1 nocTynky obaseluTasakba o
VHUMAEHTUMA Y MH(OPMaLMOHO-KOMYHUKALMOHM CUCTEMUMA OA nocebHor 3Hauaja, (,Cn.
rnacHuk PC*, 6p, 94/2016), onepatop VKT cuctema, je AyxaH Aa 06aBeCTu 1 HaanexHu opraH
neduHucaH oBom ypeaoom.

OnepaTtop UKT cuctema Boau eBMAEHUM)y O CBUM MHUWAEHTUMA, Kao 1 npvjasama
WHUMAEHaTa, Y cknagy ca ypenbom, Ha OCHOBY koje, NpOTWB OArOBOPHOT nuvua, Mory Aa ce
BOAE AVNCLMNIIMHCKA, NPEKPLUAJHN NN KPUBUYHU NOCTYNLW.

26. Mepe koje oGesbeljyjy KoHmMuHyumem o6aespama nocsia y eaHpeOHUM
OKOJIHOCMuMa
YUnaH 31.

Y cnydajy BaHpeAHUX OKOSIHOCTK, Koje Mory Aa foseay A0 v3MellTaka WKT cucrema
n3 arpage LUkone, onepatop VKT cuctema je AyxaH Aa y Hajkpahem poky npeHece aenose
UKT cucTema HeomnxoaHe 3a yHKLUMOHMCaHe Y BaHPeAHOj CUTyaLuji Ha pesepBHy nokauujy,
y CKnagy ca NnaHoM pearoBara y BaHPEAHUM 1 KPU3HUM CUTyaLmjama.

W3amena MpaBunHuka o 6e36egHoOCTH
Unan 32.

Y cnyuyajy HactaHka MpoMeHa Koje MOry HacTynuTW YCnea TeXHUYKO-TEXHOIOLLKUX,
KaApOBCKMX, OpraHusauMoHux npomeHa y WKT cuctemy wu porahaja Ha rno6anHom w
HaLMOHANHOM HWBOY KOjU MOFY HapywuTu MHdopmaumoHy 6esbeaHoct, onepartop WIKT
cucTema je ayxaH ga obasectu Avpektopa LUkone, kako 6u ce NokpeHyo nocTynak usmeHe
oBor MpaBunHuka, y urby yHanpeflewe Mepa salwTtuTe, HauMHa u npoueaypa noctusawka u
oApxaBara ageksaTHor Husoa 6esbeaHoct WKT cuctema, kao u npeucnutusar-e
oBnawheta U 0AroBOPHOCTYN Yy Bean ca 6e36eaHoLuhy 1 pecypcuma VKT cuctema.

Mposepa UKT cucrtema
YUnan 33.

Mpoeepy VKT cuctema Bpum onepatop UKT cuctema.
O n3BpLLEHO] NPOBEPY CaunbaBa ce U3BELLTA), Koju ce AoCTaB/ba AupekTopy Lkone.

MNpenasHa u 3aBplHa oapeada
YUnaH 34.

Ogaj MpaBunHKUK CTyna Ha cHary ocMor aaHa of AaHa objaBrbuBarba Ha ornacHoj Tabnu
LuKone.

Npeaceanuk LWkonckor oadopa,
Munocaerbesuh 3opaH c.p.
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